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Franklin County Data Center 
Request for Qualifications 

Information Technology (IT) Security/Vulnerability Assessment 
 

1.0 Overview 
As part of a multiple phase security initiative, the Franklin County Data Center (FCDC) is seeking a highly 
qualified vendor to conduct an IT Security/Vulnerability Assessment.  All work to be included in this first 
phase is described in this RFQ.   Additional RFQs will be issued for such phases of work.  Vendor 
responses are due in the required format no later than January 22, 2016 2:00 PM Eastern Standard 
Time.  All correspondence regarding this RFQ must be directed to the FCDC Engagement Lead, 
JaLust@franklincountyohio.gov.  By responding to this RFQ, the vendor agrees that its response is 
truthful and accurately represents its experience and capabilities.  

This RFQ is organized in the following sections: 

1.0  Overview 
2.0  Background 
3.0  Scope of Work 
4.0  Project Deliverables 
5.0 Requirements 
6.0  Evaluation Criteria and Considerations 
7.0  Other Project Provisions 

 

2.0 Background 
The FCDC is a centralized information technology resource which manages the Franklin County Data 
Network (FCDN) -  a multi-tenant, data segregated environment with approximately 165 switches at 25 
locations, 73 physical Microsoft Windows OS servers, a Cisco Unified Computing System, an IBM iSeries 
Server, industry-standard firewall and 4,600 desktop units.  We have internally hosted Email, websites, 
third-party software, e-Government systems, as well as over 200 applications. Our network includes 
subdomains, trusts, LANs with both wired and wireless devices and also WAN links to various locations 
including municipalities and State agencies. 

The FCDC offers a full range of centralized and decentralized information technology support services 
including: 

2.1 A 24X7 data center running Cisco, IBM and Windows servers/UCS  
2.2 Management of wired and wireless county-wide area network (WAN) 
2.3 Application architecture, engineering, development and hosting services 
2.4 Web design,  development, and hosting services 
2.5 Enterprise security management 
2.6 Business and technical consulting services 
2.7 Project management and delivery 
2.8 Disaster recovery and business continuity support 
2.9 Enterprise software management and support services 
2.10 Desktop support end-point management services 

mailto:Jane.Doe@franklincountyohio.gov
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2.11 Enterprise printing services 
 
3.0 Scope of Work  
The FCDC is interested in conducting an IT Security/Vulnerability Assessment that will allow it to assess 
strengths and shortcomings of selected components of its network and software applications’ 
environment with an emphasis on identifying vulnerabilities that could compromise the confidentiality, 
integrity and availability of FCDC information assets.  The scope of work should include at a minimum 
the following: 

3.1 Intrusion detection analysis of the FCDN 
3.1.1 Intranet layer 
3.1.2 DMZ layer 
3.1.3 Outside layer 

3.2 Ethical hack and penetration testing 
3.3 Assessment, including the security posture of all components the FCDN including 

3.3.1 Network 
3.3.2 All wired and wireless devices, including but not limited to switches, routers, 

and servers 
3.3.3 Internal and external IP addresses 
3.3.4 One Sub-Domain  
3.3.5 One 2-way trusted domain with the FCDC 
3.3.6 End-point devices 

3.4 Assessment, including the security posture of the application layer 
3.4.1 One web application 
3.4.2 One in-house developed Windows-based application   
3.4.3 One third-party software application  
3.4.4 One IBM iSeries integrated application 

3.5 Assessment, HIPAA (Health Insurance Portability and Accountability Act) compliance 
3.6 Assessment PCI (Payment Card Industry) compliance 
3.7 Documented findings of all vulnerabilities including deliverables in section 4.0 

3.7.1 Work plan 
3.7.2 Weekly status reports 
3.7.3 Forensic analysis and artifacts including, but not limited to 

3.7.3.1 Tool utilized in the forensic analysis 
3.7.3.2 Identified findings 
3.7.3.3 Environment (time, date, application, device, situation) 
3.7.3.4 Source 
3.7.3.5 Type of attack or intrusion 
3.7.3.6 Suspected success & frequency 
3.7.3.7 Whether or not the data has been modified, corrupted or compromised  
3.7.3.8 Screenshots or other artifacts 

 
The vendor may propose additional scope where additional risks may exist, provided that the 
assessment/testing work can be completed within the project’s specified period of performance 
documented in Section 4.0. 
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The scope of work includes formulating recommendations for improvements to resolve identified gaps, 
minimize risks, and verify that the proper controls are in place to ensure that IT resources and data 
remain secure.  FCDC is seeking both long-term and short-term recommendation options be included in 
each scope area. 

Any and all penetration testing performed to assess vulnerabilities must be non-invasive, non-
destructive and not result in any service disruptions or denials of service.   Evidence (e.g. screen shots, 
configurations, files etc.) of successful penetrations must be included where vulnerabilities have been 
detected. 

No remediation of identified vulnerabilities is to be included within the scope of work.  The FCDC will 
conduct subsequent phases of work to complete remediation activities.     

 
FCDC is seeking to identify and select a highly qualified and experienced vendor to perform the activities 
listed above.  The vendor must be independent to Franklin County with no existing contractual 
relationships for current services or products, or any other possible conflict of interest.    

The remainder of this document provides additional information that will allow the vendor to further 
understand the scope of the effort and develop a proposal in the required format as described in 
Section 5.0 of this RFQ. 

 

4.0 Project Deliverables 
To successfully perform this project, the vendor must produce the deliverables as described below: 
 

4.1 Deliverable One - Work Plan:  One week following receipt of the Purchase Order, the vendor 
shall produce and present to FCDC stakeholders, a Work Plan describing its detailed 
technical approach, schedule, work steps, resources required from the FCDC, assumptions, 
and all other information relevant to completing the project.  This Work Plan shall be 
consistent with the technical approach and schedule described in the vendor’s proposal. 
 

4.2 Deliverable Two – Weekly Status Reports:  For each week of the project period, the vendor 
must electronically provide a written status report, in MS Word format, describing all 
activities performed, progress achieved, issues encountered, how they will ensure the 
project is delivered on time. The Weekly Status Report is due at noon on each Friday of the 
project period. 
 

4.3 Deliverable Three – Confidential Draft Final Report: The vendor shall produce a confidential 
draft written report in MS Word format describing its analysis, preliminary findings, and 
draft recommendations for the Scope of Work described in Section 3.0 of this RFQ.  The 
Draft Final Report must be submitted five weeks after receipt of the Purchase Order, and be 
consistent with the proposed Table of Contents described in the vendor’s proposal.  The 
Draft Final Report must include the following components: 

4.3.1 Executive Summary  
4.3.2 Technical Managers Report with Remediation Recommendations 
4.3.3 Technical Details Report with Remediation Recommendations 

 



4 | P a g e  
 

4.4 Deliverable Four – Confidential Final Report and Presentation:  The vendor shall produce a 
written confidential Final Report in PDF format that finalizes all of its findings and 
recommendations, and fully addresses all FCDC comments, questions, and clarifications to 
the Draft Final Report.   The Final Report must contain the same components as shown 
above for Deliverable Three and must be submitted seven weeks after receipt of the 
Purchase Order.  The vendor must also verbally present its analysis, findings, and 
recommendations to FCDC management and stakeholders.  The Final Oral Presentation 
must include a MS PowerPoint slide deck provided to the FCDC at least 3 business days in 
advance of the vendor’s onsite presentation which must take place prior to May 31, 2016. 
 

4.5 (Optional) Deliverable Five – Re-Assessment of Critical Findings Remediation:  At FCDC’s sole 
option, the vendor may be requested  to evaluate the efficacy of FCDC’s remediation actions 
of high-risk items.  If FCDC exercises this option, this work would be performed on a “time 
and materials” basis.  Costs for this deliverable should not be included in the vendor’s not-
to-exceed, firm fixed price.    

 
 
5.0 Requirements 
The Vendor’s proposal must include the following information in the sequence indicated below: 

5.1 Transmittal Letter and Summary – A maximum of a two-page Transmittal Letter must 
describe the vendor’s understanding of the work to be performed, why the vendor feels 
that it is best qualified to perform the work, an explicit statement affirming that all proposal 
contents are truthful and accurate, and a specification as to the vendor’s primary point of 
contact. 

 
5.2 Company Qualifications – A maximum of ten pages shall describe the vendor’s company, 

organization, lines of business, size, credentials, qualifications, and similar projects 
performed.  The vendor must certify that it is a US-owned and operated company in order 
to meet mandatory requirements.  For similar projects performed, the vendor must include 
client references with current and verified contact information (both email addresses and 
phone numbers). 

  
5.3 Proposed Technical Approach and Schedule – The vendor shall describe in detail how it 

proposes to perform project work including all technical work tasks, any and all automated 
tools that will be deployed, security standards that will be used, and a detailed schedule 
showing tasks, completion dates, and dependencies.  The vendor shall also provide a 
proposed Table of Contents for the draft and final report, and all other information 
pertinent to its technical approach for successful project work completion. 

 
5.4 Key Personnel and Roles – All key personnel must be named with detailed resumes 

included.  The vendor must certify that all proposed personnel are U.S. citizens and show 
proof of security checks. 

 
5.5 Assumptions and Exceptions - All assumptions made by the vendor in preparing the 

proposal shall be stated.  If the vendor is making any exceptions to any item, provision, or 
term and condition of this RFQ, that exception must be clearly stated.   



5 | P a g e  
 

 
5.6 Cost Summary - The vendor must submit a not-to-exceed, firm-fixed price for Deliverables 

One through Four as referenced in deliverable 4.0 above and shown in Section 8.0 below.  
This table must be submitted on a separate page from the other portion of the vendor’s 
proposal.  Deliverable Five should include an hourly rate.  

 
5.7 Example Final Report – The vendor shall include a final report that it has produced for a 

project with a similar scope.  The vendor should redact any client and/or proprietary 
information from the example report. 

 

5.8 Completed Response to Questionnaire 
 

 

6.0 Evaluation Criteria and Considerations 
Vendor proposals will first be reviewed to ensure compliance with mandatory requirements.  Compliant 
proposals will then be evaluated and scored by the IT Security/Vulnerability Evaluation Committee.   The 
IT Security/Vulnerability Evaluation Committee reserves the right to interview top scoring vendor(s). The 
final selection of an awarded vendor will be based on a pre-determined formula using scoring results 
and the total, not-to-exceed, firm-fixed price.   
 

6.1 Mandatory Requirements Assessment:  The first step of the evaluation process is to ensure 
that vendor proposals meet mandatory RFQ requirements as shown in the following table.  
The Franklin County Procurement Office reserves the right to seek to cure any vendor 
proposal that does not meet mandatory requirements.  All vendor proposals meeting 
mandatory requirements will move to the Scored Criteria Assessment. 

 
Mandatory Requirement Accept Reject 

The proposal was electronically received on or before the proposal due 
date and time. 

  

The transmittal letter has an explicit statement affirming that all 
proposal contents are truthful and accurate, specifies the vendor’s 
primary point of contact, and is signed by an authorized company 
officer. 

  

The proposal conforms to the required contents as defined in the RFQ.   
The vendor certifies that it is a US-owned and operated company.     
The vendor certifies that all proposed personnel are U.S. citizens, current 
U.S. residents, bonded, and willing to sign Non-Disclosure Agreements 
prior to beginning work.    

  

The cost summary is contained in a separate electronic file in accordance 
with Section 9.0 requirements. 

  

 
6.2 Scored Criteria Assessment: The IT Security/Vulnerability Evaluation Committee will rate 

the technical merits of the vendor proposals based on the following scored criteria.  The IT 
Security/Vulnerability Evaluation Committee reserves the right to interview the top rated 
vendor(s) and adjust the scored criteria based on those interviews. 
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Scoring will be conducted for each criterion and then summed and weighted per the 
following table: 

 
Scored Criteria Does Not 

Meet 
Expectations 

Partially 
Meets 

Expectations 

Meets 
Expectations 

Completeness/Understanding: 
 

   

Experience/Capabilities: 
 

   

Technical Approach, Staffing 
Model, Scheduling: 

   

Project Expectations and Results:  
 

   

 
6.3 Final Selection:  The IT Security/Vulnerability Evaluation Committee will select the most 

responsive and cost effective proposal in accordance with a pre-defined formula that 
includes both the summed and the vendor’s total, not-to-exceed, firm- fixed price to award 
the vendor that offers the greatest overall value to FCDC. 

 
 
7.0 Other Project Provisions 
 

7.1 Work Hours:  The vendor’s project initiation and planning work shall be conducted in 
FCDC offices unless specifically approved in advance by the FCDC Project Lead. 
 
7.2 FCDC Participation:  FCDC personnel will be available to participate on tasks as identified 
in the vendor’s proposal.  In its proposal, the vendor shall indicate any dependencies on 
FCDC personnel, hours required outside of normal business hours, or any other work, 
location or conditions requirements. 
 
7.3 Submittal of Deliverables:  The vendor must perform its tasks in a timely and 
professional manner, producing deliverables that fully meet FCDC’s requirements in 
accordance with the proposal’s methodology, schedule, and Table of Contents. Each written 
deliverable must be submitted in the form of one hardcopy and one electronic copy.   
 
7.4 Review and Approval of Final Report:  FCDC will have 10 business days to review, 
comment, seek clarifications, and/or approve the Final Report.  The vendor will have 5 
business days to make required clarifications and re-submit the deliverable. 
 
7.5 Payments:  The payment schedule will be discussed and agreed upon during contract 
negotiations. 
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